
Session 5

• homework review / any questions?

• Security: Ownership & Permission

• Images & Attachments

• PW: Queries & Reports Overview

• mar@rrginc.com



Ownership & Permissions



Security: Two Concepts

• Ownership ...
... which cooperator owns the record

• Permissions ...
... 



Security: Two Concepts

• Ownership ...
... which cooperator owns the record

• Permissions ...
... who can update or delete the record



Ownership

• “Owned_by” is determined by the 
user who creates the record (usually)

• The record owner can transfer ownership 
to another user

• Only one owner per record



Ownership Transfer



current & 
future 
children



Ownership
• children (tables) can 

inherit the security settings 
of the parent

• Inheritance only cascades 
one level

Accession

_action
_ipr
_pedigree
_quarantine
_source



Ownership Exception

• Inventory

• when an Inventory record is created,
an Inventory Maintenance Policy (IMP) field 
must be entered. The owner of the IMP owns 
the new Inventory record









Ownership vs. Permissions

• each record has only one owner

• an owner can give permission to as many 
people as desired to edit (update) or delete 
records



Permissions

In the CT, via the Security Wizard, 
an owner grants permissions:

– to other users
– within a dataview
– on a record basis



Permissions
The owner of a record can grant permission to 
other users to:

• Read
• Update
• Delete

... data displayed in a dataview as well as children 
data of that record



Permissions Defined

Each permission right can have one of three 
values:

Value Description
Allow Allows access

Deny Denies access

Inherit Neither allows nor denies access; access is 
situational; it is inherited from a previous definition



Special Cases

• Defined by the Database Administrator (DBA) 
using the GG Admin Tool

• DBA associates the permissions to specific 
users



Ex. 1:  Allowing access to a 
specific table

The following 
permission 
allows 
complete 
access to the 
cooperator 
table:



Ex. 2: Allowing access for all 
of a site’s records



DBA
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